CYBER SECURITY
INCIDENT RESPONSE

CAPTURE THE FLAG EVENT

OVERVIEW

Retrospect Labs and the Australian Department of Foreign Affairs and Trade (DFAT)
have partnered with the Samoan Computer Emergency Response Team (SamCERT),
to hold a one-day Capture The Flag (CTF) style Incident Response Competition
event!

Over the course of one day, you'll work your way through a number of different
scenarios, all representing different types of cyber security incidents, and all requiring
you to think about how you would best respond to such an incident. You'll complete a
number of different tasks for each scenario, like forensic analysis on different files
and artefacts, answering questions based on your analysis, and preparing briefings for
various stakeholders.

Based on the tasks you complete, we will score your submissions and a winner will be
announced following completion of the event!

For more information, see below.
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EVENT DETAILS

When is it?
Wednesday 4th October 2023

Whatis it?
A Capture The Flag (CTF) style Incident Response competition

Who can be involved?
Attendees of the Samoa Cyber Week.

Where will the event be held?

The event will be hosted in-person at Taumeasina Island Resort in conjunction with
Samoa Cyber Week.

You must attend this event in person to participate (there will be no online
component)

What will | need?

All you will need to bring on the day to participate is a suitable computer/laptop that
is capable of connecting to the internet
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